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ABSTRACT

The purpose of this paper is to explore the field of Risk Management (RM) in relation with Knowledge
Management (KM). It attempts to present a conceptual framework, called Knowledge-Based Risk Man-
agement (KBRM) that employs KM processes to improve its effectiveness and increase the probability of
success in innovative Information Technology (IT) projects. It addresses initiatives towards employing
KM processes in RM processes by reviewing, interpreting the related and relevant literature and sheds

Risk management knowledge
Knowledge management
Knowledge-Based Risk Management
Risk response planning

light on integration with RM in the IT project.
The paper exposes some pertinent elements needed for building the KBRM framework for IT projects
and also suggests some instrument about the integration of KM and RM process to improve the RRP (Risk

Response Planning) process efficiency.
This paper will contribute to the literature and practice by providing a clear method for employing
KBRM as a framework to keep organizations competitive within the business environment.

© 2011 Elsevier Ltd. All rights reserved.

1. Introduction

Risk Management is becoming a key factor within organiza-
tions since it can minimize the probability and impact of IT project
threats and capture the opportunities that could occur during the IT
project life cycle. Holsapple and Joshi (2002) noted that a number of
business and academic gurus that in order for organizations to have
a lasting competitive advantage they will have to be knowledge
driven. KM processes as well have turned out to become a strate-
gic resource for the organizations. KM can have a great influence
on reducing organizations’ risks (Karadsheh, Alhawari, ElI-Bathy, &
Hadi, 2008). However, using KM processes to improve the appli-
cation of RM processes is a recent and significant research area. In
spite of its importance, this area of research has not been addressed
intensively up to now.

The world witnessed major turbulence in the global econ-
omy. These environmental changes may introduce new risks and
organizations must arm themselves with comprehensive knowl-
edge to address the risks introduced by this unstable environment
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promptly (Karadsheh et al, 2008). Many companies restruc-
tured themselves, some merged with others, filed for bankruptcy,
acquired another company, and some implemented drastic layoffs.
This resulted in a decrease in the resources available to all depart-
ments and a subsequent increase in business risks. Additionally,
the U.S. economy has shrunk sharply since last autumn, with a real
gross domestic product (GDP) having dropped at an annual rate of
more than 6 percent in the fourth quarter of 2008 and the first quar-
ter of 2009. One of the enormous costs of this economic downturn is
the loss of 6 million payroll jobs over the past 15 months (Bernanke,
2009).

Another issue facing companies is globalization. The global-
ization of companies introduces many challenges. To meet these
challenges, companies are required to become more innovative
and introduce new ideas. The need to change is forcing corpora-
tions to organize their projects and their systems. Many companies
depend on their own resources or external resources to meet their
objectives and be better prepared for changes in their surrounding
environment (Karadsheh et al., 2008).

Companies often utilize IT to develop innovative solutions in the
hopes of having a competitive advantage. Additionally, Holsapple
(2005) considers that knowledge management cannot be sepa-
rated from computer-based technology. The IT systems attempt to
streamline the business and reduce costs. IT enables businesses to
integrate the operational, transactional, and financial information
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processing. This information processing and reporting allows man-
agement to identify business risks and resolve risk-related issues
(Karadsheh et al., 2008).

IT Projects are faced with many challenges and risks and new
projects are conducted with fewer resources available. For example,
the Standish Group’s 2004 “CHAOS” study updated and incorpo-
rated data from several thousand software development projects,
reveals that only 28 percent of an IT (Information Technology)
projects were completed on time and on budget, down from a
previous high of 34 percent. Another 18 percent (up from 15%)
was canceled before completion of the development cycle, and
the remained 51 percent were completed over-budget, behind
schedule, and contained fewer functions than originally speci-
fied. Remarkably, CHAOS Summary 2009 results showed a marked
decrease in project success rates, with 32% of all projects succeed-
ing, which are delivered on time, on budget, with required features
and functions. A comparison between the two reports portrays a
continuous decline in IT project success.

In another study by “A Long Road Ahead for Portfolio Con-
struction: Practitioners” (2009), a survey revealed that investment
managers lack sufficient knowledge to manage risk optimally. This
survey revealed more than half of the responded industry pro-
fessionals saw the level of knowledge within their profession as
the main barrier. Based on the authors “previous research in KM
and practical experience in business, the author(s) realized the
importance of KM in every aspect of private life and business. Fur-
thermore, risks surround us in our personal and professional lives,
and it is a potential problem that might happen. Moreover, most
tasks require more and complicated steps, processes or procedures
to accomplish. Therefore, to execute a task or process successfully,
it seems essential to have the appropriate and the right knowledge
that allow us to make the right decisions and responses called for
during the execution. In this research, it is argued that knowledge is
indeed needed and must be integrated carefully with RM to ensure
correct execution. To obtain the integration of KM with the RM
processes, the relationship between knowledge and risk has been
examined to produce an integrated framework.

In a research conducted by Sallmann (2007), the existing
RM services do not take advantage of KM. Introduction of KM
concepts would provide better help against the changing risk
environment. One way corporate risk managers in Industrial
Corporation could improve their capabilities and services by apply-
ing a new knowledge-based approach. Furthermore, Massingham
(2010) noted that there has been increased attention in application
of knowledge management (KM) in managerial issues as a way of
demonstrating the field’s value. There has also been an increasing
focus on risk management (RM) in reply to growing organizational
awareness of corporate and social responsibilities.

Rodriguez and Edwards (2008) indicate that effective RM pro-
cess modeling cannot be achieved without the assistant of a
well-established KM process model. Therefore, a well-defined,
designed and integrated KM and RM framework is essential to
improve decision-making in IT projects (Rodriguez and Edwards,
2008). The goal of RM is to be more efficient in order to get bet-
ter solutions for risk issues and to extend the experience, results,
and solutions to more problems. RM also promotes the use of tech-
nology in an improved manner by having the organization use an
integral risk information system

Based on a study by Shaw (2005), KM as a discipline can add pos-
itively to RM implementation in reference to data and information
management, risk-knowledge sharing, analysis consolidation and
reporting. Furthermore, RM is a discipline which organizations can
no longer afford to ignore. Also, if companies are serious about both
mitigating the effects of the threats, their operations encounter and
seizing the opportunities that are passed their way, KM in turn must
sit right at the heart of their RM strategy (Scott, 2002).

2. Literature review
2.1. Risk and Risk Management

Risks in an organization can span the gamut of natural disasters,
security breaches, failings of human resource, third-part vendors,
financial turmoil, unstable business environments and project fail-
ures. Risk is an uncertain event or condition that, if it occurs, has
a positive or a negative effect on at least one project objective,
such as time, cost, scope, or quality (where the project time objec-
tive is to deliver in accordance with the agreed-upon schedule;
where the project cost objective is to deliver within the agreed-
upon cost) (Project Management Institute, 2004). A risk may have
one or more causes and, if it occurs, one or more impacts. Also,
risk conditions could include aspects of the project’s or organiza-
tion’s environment that may contribute to project risk, such as poor
project management practices, lack of integrated management
systems, concurrent multiple projects, or dependency on exter-
nal participants who cannot be controlled (Project Management
Institute, 2004). Furthermore, risk refers to all events, occurrences
and actions that may prevent you or your organization from realiz-
ing its ambitions, plans and goals. Risk surrounds us in our personal
and professional lives and is a potential problem that might hap-
pen. Regardless of the outcome, it is a good idea to identify risk,
assess its probability of occurrence and estimate its impact. The
reasons for studying RM vary, for instance, some people study it to
prepare for a career in a specific field and others study it as a part
of a general business curriculum (Alryalat & Alhawari, 2008).

Padayachee (2002) describes risk as any variable in the project
that causes project failure. However, there is a common agreement
between researchers, that risk has a probability attribute which
is called in some definitions “likelihood”, “probability of occur-
rence” and “frequency of occurrence”. A second attribute typically
related to a risk is what is called the “impact”, “severity”, “con-
sequence” (Carbone & Tippett, 2004). In general, risk can have
two-dimensional meaning, namely negative and positive events
(Olsson, 2008). Jaafari (2001) defines risk as the probability of loss
or gain occurrence multiplied by its respective magnitude. A Guide
to the Project Management Body of Knowledge-PMBOK (2004)
defines risk as an uncertain event that has a positive or negative
impact on the project’s objectives. Other researchers argue that risk
is mostly related to project barriers and threats. For example, Miles
and Wilson (1998) define risk as a barrier to success.

Risk Management has developed rapidly over the recent
decades as an integral part of project management (Del Cano &
Cruz, 2002). It includes the processes concerned with RM planning,
identification, analysis, responses, and monitoring and control on
a project “(PMBOK, 2004).

RM is a distinct discipline, which integrates knowledge from a
variety of other business fields. It is the discipline where wide vari-
eties of methodologies are brought to bear on a specific problem.
RM is very important and integral part of any business and well
recognized by the project management institutions (Del Cano &
Cruz, 2002). RM refers to strategies, methods and supporting tools
to identify, and control risk to an acceptable level (Bruckner et al.,
2001). RM is a distinct discipline, which integrates knowledge and
methodologies from a variety of other business fields to bear on a
specific problem. The RM objective is to identify all applicable risks
in a project, business or product. It involves ranking the above ele-
ments based on their importance, frequency of occurrence, level
of impact and then establishes the actions needed to control the
identified risks. It is possible for every individual risk aspect to
be documented in further details (Cule, Schmidt, Lyyttnen, & Keil,
2000). Since no one can predict what losses will occur, the objective
of RM is to ensure that no risk will occur during the execution of a
project in order to minimize losses to an acceptable level. If a loss
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occurs, then the objective of RM has failed to achieve the objectives
intended, which prevent the organization from pursing their goals.

Roy (2004) points out that software development projects are
particularly demanding for risk analysis. They include a wide
variety of risk factors across a number of different stakeholder’s
predetermined perspectives. RM for software projects is intended
to minimize the chances of unanticipated events, or more purposely
to keep all possible outcomes under firm management control (Roy,
2004). Moreover, RM must be an integrated part of the project
management framework if it is to be effective. Furthermore, RM
is concerned with making judgments about how risk events are to
be treated, valued, compared and combined (Roy, 2004). The pro-
pose of RM is to develop a detailed analysis of the organization
and project domains to develop a complete set of risk factors and
to ensure they are appropriately organized to reflect all the stake-
holders and the various risk perspectives that are required (Roy,
2004).

Tesch, Kloppenborg, and Frolick (2007) indicate that the failure
of IT systems development projects has been well documented.
While there are many reasons for these failures, they can typi-
cally be categorized as cost, time and performance or quality issues.
Tesch et al. (2007) identify a list of 92 risk factors that were pre-
sented to members of the PMI for ranking. The result of the ranking
was the categorization of systems development risk factors as well
as the judgment of their perceived importance of each specific
risk within each category. The purpose of the research’s Tesch
et al. (2007) is to better understand IT project risk factors from
a Project Management Professionals (PMP) perspective. Further-
more, to develop how to use the strategies both by creating a project
management system with well-defined roles and by describing
how to use the strategies at certain key points during a project’s
life. The result is a Project Risk Management approach involves
the systematic process of identifying, analyzing and responding to
project risk. According to Tesch et al. (2007) project risk involves
understanding the probability for problems as they might hinder
project success. Finally, the RM project’s objectives are to minimize
the probability and impact of potential risks while maximizing the
probability and impact of potential opportunities.

2.2. Knowledge and Knowledge Management

In order to have a new knowledge economy and business, orga-
nizations are now facing major challenges due to external pressures
as well as the nature of the workplace. This provides rises to the
necessity of improvement of a strategic, comprehensive, holistic
and adoption Knowledge Management (KM) to enhance the pro-
cess and get the competitive advantage (Nehari-Talet, Alhawari, &
Alryalat, 2010). As a result, KM has begun to be proactively intro-
duced within the policy, strategy, and implementation processes of
worldwide corporations, governments, and institutions (Malhotra,
2005). Davenport and Prusak (1998) describe knowledge as a mix
of framed experience, values, contextual information and expert
insight that provides a structure for evaluating and integrating new
experiences and information. It originates and is applied in the
minds of the knowledge workers. In organizations, it often becomes
embedded not only in documents or repositories, but also in orga-
nizational routines, processes, practices and standards (Davenport
& Prusak, 1998).

Holsapple and Joshi (2004) define that KM as an entity’s system-
atic and deliberate efforts to expand, cultivate, and apply available
knowledge in ways that add value to the entity, in the sense of pos-
itive outcome in achievement its objectives or fulfilling its purpose.

Knowledge can be viewed as the result of merging information
with practice, perspective and expression, resulting in insinuation
and presents approaches and plans on which decision is based
on (Kahn & Adams, 2000). Also, Michael, Zhdanova, and Fensel

(2004) define knowledge as information used for resolving a pre-
cise dilemma, which presents the realistic stage. Moreover, Alavi
and Leidner (1999) describe KM as an organized and systemic pro-
cess for acquiring, organizing and exchanging knowledge among
employees to effectively utilize knowledge.

KM is an art of transforming information and intellectual assets
to a permanent value for the organization, its partners and clients
(Marin-Garcia & Zarate Martinez, 2007). KM is defined by Alryalat
and Alhawari (2008) as a procedure, process, or practice to accom-
plish the process about knowledge, process for knowledge and
process from knowledge, which leads to an improvement in the
internal and external operation. Moreover, Kim, Lim, and Mitchell
(2004) define KM as the methodical means of administrating
this valuable resource, by promoting an incorporated approach
to identifying, capturing, structuring, organizing, retrieving, shar-
ing, and evaluating an enterprise’s knowledge assets. Furthermore,
Miltiadis, Pouloudi, and Poulymenakou (2002) built a new mech-
anism for exchanging and generating new knowledge mechanism.
Kim et al. (2004) define KM as the methodical means of administrat-
ing this valuable resource, by promoting an incorporated approach
to identifying, capturing, structuring, organizing, retrieving, shar-
ing, and evaluating an enterprise’s knowledge assets. Also, Goh
(2005) describes KM as a methodical leveraging of data, informa-
tion, proficiency and different structures of assets and resources
to enhance organizational innovation, reaction, efficiency and
capability. It represents the significant issues of organizational pro-
cedures, through the exercise of suitable technologies to connect
dissimilar kinds of knowledge assets.

2.3. The Role of Knowledge Management Process in Project Risk
Management

KM and its Risk require significant attention within the major-
ity of twenty-first century organizations. Additionally, Massingham
(2010) noted that Knowledge risk management (KRM) is an emerg-
ing field which suggests a solution to the problems connected
with conventional risk management methods. The problem of envi-
ronmental complexity is manifested by individuals not knowing
enough about the risk to anticipate its likelihood and consequences.

According to Neef (2005), a company cannot manage its risks
effectively if it cannot manage its knowledge. Many projects failed
due to lack of knowledge among the project team or lack of knowl-
edge sharing during project progress. A project failure can be the
result of capturing the appropriate knowledge at an inappropri-
ate time of the project (Fuller, Valacich, & George, 2008). In fact,
without KM as a tool to communicate risks among members of a
project team, RM might suffer from ineffectiveness and inefficien-
cies (Schwalbe, 2007).

Owen (2006) develops a KM framework to utilize when per-
forming a task is based on approach to KM and assumes that
knowledge is created, transferred and reused due to an individual
performing a specific task. Since knowledge is created in a project
by the project team member completing the task. Therefore, an
organization needs to ensure that knowledge from one project is
available for use on future projects to reduce rework.

Furthermore, the application of KM processes to support RM
processes has the potential of iteratively mitigating the probability
of risks, thereby raising the probability of successful project exe-
cution (Fuller et al., 2008). It is important that the organization
prioritizes knowledge infusion of RM which, would require the cre-
ation, capturing and sharing of knowledge related to potential risks
to key assets of stakeholders.

Neef(2005) has found that the key to proactive RM processes lies
in the company’s ability to mobilize the knowledge and expertise
of its employees regarding risk mitigation to provide the organi-
zation’s decision makers an accurate and timely information about
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potential harmful incidents, for example. The rationale for apply-
ing KM techniques and risk programs is stated in the following: (1)
sensing and responding to risks in an organization is very much
dependent on the knowledge and judgment of employees at all
levels; (2) key decision makers should mobilize this knowledge
along with any other information available concerning potentially
threatening situations; (3) utilizing KM techniques through open-
ing communication channels to provide a system of incentives for
managers to encourage employees to uncover potentially danger-
ous issues. Finally, (4) capturing lessons learned, applying proven
RM techniques, and creating decision support systems to assist in
developing preventive RM policies and to avoid costly repetition of
errors.

Jones (2005) analyzed how the Hobart City Council, in Tasma-
nia, Australia conducted a pilot information audit to establish the
current state of information management in the Council, as part
of its KM strategy. This resulted in an audit report of RM activi-
ties containing audit tables as a KM reference capability. This pilot
audit has improved the understanding and application of informa-
tion and KM in the Council. Moreover, the audit has identified the
gaps and duplications as well as examples of best practices in infor-
mation and knowledge management across the organization. In
another study by Caldwell (2008), three core KM principles related
to RM have been noted. These are: business focus, accountability
and operational support. The three KM principles can be applied
to information RM in order to generate risk intelligence and to
maximize the return on value from information RM investments.
Business focus includes five steps: (1) start with key business risks,
(2) prioritize the business risks based on their importance to the
business strategy, (3) identify information sources for the high-
business risk areas, (4) identify at-risk information sources through
establishing what information is critical to the business process,
and (5) establish risk-mitigation strategies. Furthermore, Caldwell
(2008) stated that KM accountability requires domain experts to
be assigned to work with knowledge managers to maintain various
information sources.

Finally, operational support is required to obtain the value. In
addition, an effective RM is built on effective KM, which necessi-
tates open, obvious and enduring communication within the team
involved (Perera & Holsomback, 2005). Our proposed KBRM frame-
work for IT project was designed based on a thorough investigation
of various models presented by different authors. The authors intro-
duced a new methodology that contributes in providing guidance
for developing risk modeling knowledge in order to improve the
quality and quantity of RM processes. As shown in Fig. 1, the authors
claimed that in three key components of ERM (Enterprise Risk

Management) there are relations between data, search of problem
solutions, policies and organization of outcomes such as risk.

As a result, their proposed methodology used the context and
experience to improve the risk modeling process and its composed
of the following steps: (1) answering questions related to the strat-
egy and strategic planning; (2) determining the enablers to transfer
risk knowledge from tacit to explicit knowledge and vice versa;
(3) producing knowledge by understanding the information flows;
(4) understanding risk knowledge organization; (5) finding out KM
technologies and techniques; (6) designing the Enterprise Risk KM
System to support risk modeling; (7) finally, connecting organiza-
tional performance metrics and risk modeling.

Another interesting research in managing knowledge risks is
described in Tah and Carr (2001). The paper presents a coherent
methodology for managing risks. The proposed methodology can
help in facilitating effective RM processes and enabling all project
participants to develop and share a greater understanding of project
risks. The methodology includes a generic process model, under-
lying information model, fuzzy knowledge representation model
and common language for describing risks and corrective actions,
in order to support the quantitative risk analysis and prototype
software implementation.

Kayis et al. (2007) develop a comprehensive RM tool called
IRMAS (Intelligent Risk Mapping and Assessment System). This
RM tool contains some KM tools and techniques. The first pro-
cess is Context Establishment, which defines organizational, and
user details, project objective, ownership, management support,
regulatory requirements, nature of the project, type of project,
schedule cut-off dates, estimated project budget, mitigation bud-
get and government and/or regulatory authorities that needed to
be complied. The purpose is to establish overall risk profile by
assigning a weighting to the infrastructure of the organization after
the user’s responses to a series of questions, covering the above-
mentioned issues. The answers will be captured based on questions
retrieved from the Expert Interview Facility (EIF); a database where
all phase questions are stored and displayed to the users via the vir-
tual workbench. The virtual workbench is to promote interactions
with other project participants and facilitate communication. Fig. 2
describes IRMAS.

Several authors have mentioned the risks encountered during
IT projects and how KM might play an important role in enhancing
the execution of RM. Most authors recognized how well integrated
KM and RM models are crucial to improve IT projects executions.
However, none of the authors defined a clear and comprehensive
framework to demonstrate how to integrate the KM and RM pro-
cesses together.

Risk modeling connects three ER M
components: Data, processes and policies

KM of data
and information

KM processes
sharing, lessons
learned

KM how to organize
the solutions/outcome

Data
intermal/external
Policies
Models output

r

- ERM processes

Risks due to
to the business
attributes and

ERM solutions in

circumstances Sg’::;i:::s Protection of assets
i Pty i
pfe;rz-::::t and Re ] = oMl e::
Bus.Cont.Plan S Control tools
Prevision Automatic Dec. Proc

Cost Reduction of
Insurance
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Control panel

Fig. 1. Knowledge Management Acts through Risk Modeling in Different Components of Enterprise Risk Management Processes in Rodriguez and Edwards (2008).
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Finally, the aim of this research project is to propose a con-
ceptual framework of the KBRM processes, that addresses KBRC
(Knowledge-Based Risk Capture), KBRD (Knowledge-Based Risk
Discovery), KBREx (Knowledge-Based Risk Examination), KBRS
(Knowledge-Based Risk Sharing), KBRE (Knowledge-Based Risk
Evaluation), KBRR (Knowledge-Based Risk Repository) and KBREdu
(Knowledge-Based Risk Education) The expectation is that this
research will contribute to the body of knowledge related to RRP in
IT projects (Karadsheh et al., 2008).

3. The proposed Knowledge-Based Risk Management
framework for Information Technology projects
(RiskManlIT)

The proposed Knowledge-Based Risk Management framework
(RiskManlIT) illustrates the role of KM processes in enhancing and
facilitating risk identification, analysis, risk response planning and
execution processes. The purpose is to develop a road map for the
organization to implement this conceptual framework for any IT
project. Moreover, the application of KM to RM requires on one
hand, the identification and development of knowledge processes,
and on the other hand, the identification of the integral knowledge
that a knowledge worker requires in particular the risk modeling
knowledge (Rodriguez & Edwards, 2008).

The framework is divided into two sections. Section one is the
RM process and section two is the integration of KM and RM in the
proposed framework.

3.1. Risk Management Process in the proposed framework

Since the framework objective is to improve RM processes by
adding KM elements, therefore, this section discusses the main
component of RM processes first. It starts with Scope Establish-
ment, Risk Identification, Risk Analysis, Risk Response Planning,
Risk Education and finally, Risk Monitoring.

3.1.1. Scope establishment

Knowledge-Based Risk Capture supports the first process of RM,
which is scope establishment. According to Mees (2007), scope
establishment process describes the targeted information system,
its boundaries, environment, identity and its stakeholders’ objec-
tives. Moreover, Stonebumer, Goguen, and Feringa (2002) state that
system characterization is required to define the IT project scope
by identifying the system boundaries, along with the resources
and the information that constitutes the system. System charac-
terizing means establishing the scope of the risk assessment effort,
delineating the operational authorization boundaries, and provid-
ing information (e.g., hardware, software, system connectivity, and
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responsible division or support personnel) essential to define the
risk.

During this stage, stakeholders’ requirements are captured to
help in making informed decision involving risks. Also, RM poli-
cies describe the guidelines under which RM is explicitly defined
should be established along with a description of the procedures
to be followed in the RM process. Roles, responsibilities, and the
needed resources for performing RM processes should be assigned.
Finally, a description of the evaluating process that will be followed
should be created. Any relevant lessons from a prior use of the pro-
cess should be incorporated into the implementation of the process
(“Systems and software engineering - Life cycle processes — Risk
management,” 2006).

The output of this process is a complete IT project profile with
information regarding the IT project in hand. The purpose is to
provide information on what is the purpose, information system,
resources needed and requirements.

3.1.2. Risk Identification

Risk identification process determines which possible risks
might affect the project and documents their characteristics
(PMBOK, 2004). Sources of risk and potential consequences need
to be identified, before they can be acted upon to mitigate (Kayis
et al., 2007). Therefore, KBRC process captures all risks from pre-
vious reports, lessons learned, other similar incidents and relevant
articles as explicit knowledge. In terms of tacit knowledge, this pro-
cess plays a major role in capturing the risks from people based
on their experiences, which relied on their problem solving exper-
tises. The result of the capturing process is stored in the explicit
form which contains a list of all the identified risks, and it should
be made accessible to involved personnel. Also, during this stage
the historical and current RM circumstance and risk state informa-
tion are captured. This helps in creating a project risk profile which
contains a total of all the individual risk profiles and risk states
(“Systems and software engineering — Life cycle processes - Risk
management,” 2006).

Various approaches can be used for risk identification. These
approaches may include the use of risk questionnaires, taxonomies,
brainstorming, scenario analysis, lessons learned, and prototyping
or other knowledge capturing approaches. Repeatable identifica-
tion processes may be used to assist in the capture of lessons
learned. Where possible, events, hazards, threats, or situations that
can create risks should be identified to aid future risk treatment
(“Systems and software engineering — Life cycle processes — Risk
management,” 2006). The output of the risk identification process
is a full documentation that describes IT project assessed, the envi-
ronment surrounding IT project, and the project objectives. This
result is an IT risk project profile.

Also, in risk identification process, knowledge discovery assists
in discovering new risks associated with the company or a partic-
ular project. Managing risks appropriately, requires identifying the
source of each risk, which might include a variety of causes such
as technology content, surroundings interaction, constraints and
operation and execution approaches (Cornford, 1998).

3.1.3. Risk analysis

Risk analysis facilities the conversion of risk data into decision
making information (Higuera & Haimes, 1996). Each risk identified
in the previous stage will be analyzed in this process. Team mem-
bers will share their experience about the identified risks based
on probability of occurrence, impact and extend of loss. This phase
can be divided into risk probability which (1) describes the likeli-
hood of events occurring; (2) shows the risk impact to measure the
severity of risk; (3) displays the extent of loss to determine the risk
disclosure in order to list all risks and threats (Alhawari, Thabath,
Karadsheh, & Hadi, 2008). According to (“Systems and software

engineering — Life cycle processes — Risk management,” 2006) the
probability of occurrence and consequences of each risk identified
should be estimated. The estimates can be quantitative or qualita-
tive depending on the organization. The stakeholders should share
their knowledge in determining which risks will be evaluated using
a qualitative scale and which will be evaluated using a quantitative
scale. During the risk analysis, the data collected is being renovated
into decision making information (Alhawari et al., 2008). Also, risk
analysis will categorize the risks based on the likelihood of occur-
rence, impact and extend of loss (Higuera & Haimes, 1996). The
output of the risk analysis process is a detailed description of every
valid risk, severity, impact, priority, probability and impact esti-
mates. This process provides the means to establish the needed
security controls in order to reduce the impact of the risk to an
acceptable level by the organization (Alhawari et al., 2008).

3.1.4. Risk response planning

RRP (risk response planning) assists in converting the risk
information into actions and judgments. RRP involves developing
actions to deal with each risk, prioritizing measures, and creating
a management plan (Higuera & Haimes, 1996). This process takes
the collected information to formulate plans, strategies and actions,
and its ultimate goal is to reduce both the probability of risk occur-
rence and the degree of that loss (Bruckner et al., 2001). The RRP
process recommends the risk treatment actions needed in the later
stages and requires selecting the proper security control methods
according to the impact and the likelihood of risks. This process
also provides different execution possibilities and examines differ-
ent “What-if” options. The goals of this process are: (1) Reduction of
the probability of risk occurrence; (2) reduction of loss magnitude;
or (3) changing on risk’s consequences (Bruckner et al., 2001).

The planning process outputs according to Beck, Drennan, and
Higgins (2002) are simple rules, process controls, testing, modeling
and inheritance. Additionally, the team during this process shares
their knowledge on selecting the best alternative for risk treatment
in risk action requests. Whenever a risk treatment alternative has
been recommended in a risk action request, an evaluation shall
be made by the stakeholders to determine if the risk is accept-
able. If the stakeholders determine that actions should be taken
to make a risk acceptable, then a risk treatment alternative shall
be implemented, supported by the necessary resources, and mon-
itored and coordinated with other project activities (“Systems and
software engineering - Life cycle processes — Risk management,”
2006) Furthermore, it is important to analyze the strategy of risk
treatment adopted in similar projects and verify the efficiency of
control and contingency actions that were planned. This way, the
manager learns from the facts of former projects, avoiding the
recurrence of problems and reusing actions, which were previously
successful in the risk mitigation or contingency (Farias, Travassos, &
Rocha, 2003). Once stakeholders reach an agreement on which risk
treatment is accepted. A detail treatment plan should be defined
on how to be executed. Also, during this stage the reporting and
communication is established to the stakeholders. The purpose is
to share the knowledge obtained during the execution process (“A
Risk Management Standard,” 2002).

3.1.5. Risk execution

According to Mees (2007), risk can be treated in a number of
ways: (1) Risk avoidance: means simply not performing the activ-
ity that carries the risk; (2) Risk reduction: involves approaches
that reduce the probability of the vulnerability being triggered or
reduce the impact when the vulnerability is triggered. Risk con-
trol is implemented; (3) Risk transfer: means passing the risk on
to another party that is willing to accept the risk, typically by
contract or by hedging. A good example is insurance; (4) Risk reten-
tion: means accepting the loss when it occurs. This is applicable to
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Fig. 3. Context diagram for the proposed Knowledge-Based Risk Integrated framework (Karadsheh et al., 2008).

low impact risks. During the execution process risk control might
require altering the current execution plan, ending the risk or even
initiating a contingency plan if the current plan is found to be inef-
fective and requires starting from the beginning of the risk process
if a new risk has been identified (Perera & Holsomback, 2005). This
might require starting from risk identification, which in turn needs
to communicate with KBRC for further analysis and examination.

3.1.6. Risk monitoring

In this process, risk monitoring is viewed as a feedback pro-
cess. The purpose of risk monitoring is to: (1) Review and update
the individual risk states and the RM context. (2) Assess the effec-
tiveness of risk treatment. (3) Seek out new risks and sources
(“Systems and software engineering — Life cycle processes — Risk
management,” 2006). Also, risk must be monitored to ensure that
any control measures are working and to enable effective action
to be taken if the risk occurred. The monitoring process contin-
ues to ensure that the assessment and handling procedures are
effective and, if so, that the corrective actions and strategies are
working. If any of these had been proven to be negative, the risk
may need to be reanalyzed or a new handling strategy may need to
be adopted. Risks may also be removed only from IT project if their
chance of occurrence has passed, or if they have been dealt with
(Tah & Carr, 2001). Removing a risk from the project doesn’t mean
no documentation is preformed for future reference.

Project team members will meet to exchange their knowledge
and evaluate the outcome. According to Systems and software
engineering - Life cycle processes — Risk management Standard
(“Systems and software engineering — Life cycle processes — Risk
management,” 2006) three steps are important to monitor risk
performance: (1) Monitor risk throughout the project life cycle
to detect any changes in its state using measures that will be
recorded in the project risk profile. (2) Measures shall be imple-
mented and monitored to evaluate the effectiveness of risk controls.
(3) The system shall be continuously monitored for new risks and
sources throughout its life cycle. New risks and sources shall be
communicated to the stakeholders after risk analysis. According
to Risk Management Standard (“A Risk Management Standard,”

2002), any monitor and review process should determine whether
improved knowledge would have helped to reach better decisions
and identify what lessons could be learned for future assessments
and management of risks. Consequently, risk monitoring is been
evaluated by the KBRE process occasionally typically every bi-week.

3.2. The integration of knowledge management and risk
management in the proposed framework

Adding KM components to RM processes will produce the
following processes: (Knowledge Essentials), KBRC (Knowledge-
Based Risk Capture), KBRD (Knowledge-Based Risk Discovery),
KBREx (Knowledge-Based Risk Examination), KBRS (Knowledge-
Based Risk Sharing), KBRE (Knowledge-Based Risk Evalua-
tion), KBRR (Knowledge-Based Risk Repository) and KBREdu
(Knowledge-Based Risk Education). This illustration will be
described thoroughly in this section.

The next paragraphs will be focused on finding the links
between KM processes and RM processes by describing the relation
in high level diagrams (Karadsheh et al., 2008). Fig. 3 illustrates a
context diagram for the KBRM integration.

Fig. 3 contains two sections, the technology represented by the
repository environment and the process section represented by KM
and RM environment. It also portrays knowledge essentials as com-
ponents that contain the foundation for utilizing knowledge and the
practices and techniques options used to employ, capture and share
knowledge throughout KM processes. Fig. 4 illustrates the interac-
tion of employees with the proposed KBRM framework using Use
Case tools.

Fig. 5 is a UML class diagram of the Meta model of the proposed
KBRM framework. The purpose of the UML diagram is the modeling
of the important components of the proposed KBRM framework
and their relationships using a graphic notation, and is instantiated
after adoption by a client.

Fig. 6 illustrates the new KBRM framework which contains
(Knowledge Essentials), KBRC (Knowledge-Based Risk Capture),
KBRD (Knowledge-Based Risk Discovery), KBREx (Knowledge-
Based Risk Examination), KBRS (Knowledge-Based Risk Sharing),
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KBRE (Knowledge-Based Risk Evaluation), KBRR (Knowledge-Based
Risk Repository) and KBREdu (Knowledge-Based Risk Education)
are illustrated in relation to RM processes. These elements are fully
discussed in this section.

3.2.1. Knowledge essentials

Knowledge essentials contain two important primary items,
namely Knowledge Infrastructure and KM Practices and Techniques
to support the KBRM framework.

Knowledge infrastructure represents social capital, the relation-
ships between knowledge sources and users, and is operationalized
by technology (the network itself), structure (the relationship), and
culture (the context in which the knowledge is created and used)
(Jennex, 2005).

The technology can be document management systems and
yellow pages used as KM systems to facilitate knowledge captur-
ing and storage (Neef, 2005). Structure promotes collective rather
than individual behavior, thus encouraging interpersonal interac-
tion and sharing of knowledge among employees. Finally, culture is
defined by Gold, Malhotra, and Segars (2001) as “shared and widely
accepted values and visions that permeate in mind to direct work
practice or facilitate necessary changes.”, the purpose is to infuse
knowledge vision to everyone visibly, regularly, and extensively
(Chan & Chao, 2008).

Knowledge Management techniques that support risk
modeling knowledge processes are associated with interdis-

ciplinary work, interdepartmental work controlling the whole
process from problem definition to solution evaluation. Some of
these techniques are: communities of practice, forums, training,
conferences, post project reviews, mentoring; yellow pages and so
on (Rodriguez & Edwards, 2008).

Moreover, Neef (2005) lists some important KM techniques
and systems used by organizations such as: knowledge mapping,
communities of practice, hard-tagging experts, perform moni-
toring and reporting, community and stakeholder involvement,
business research and analysis. Furthermore, Becerra-Fernandez,
Gonzalez, and Sabherwal (2004) state additional KM techniques
and tools used by organizations such as: data mining, stories telling
techniques, best practice database, lessons learned and Expertise-
locator (EL) system.

Therefore, knowledge infrastructure contains components
that focus on building a base system to capture and distribute
knowledge for use throughout the organization (Jennex, 2005).
KM practices and techniques provide several options to be used by
the organization to capture tacit and explicit knowledge and share
it throughout the KM processes. This structure covers all processes
and can be used as a base to execute any process.

3.2.2. Knowledge-Based Risk Capture
Knowledge-Based Risk Capture supports two important RM pro-
cesses: scope establishment and risk identification. In this section,
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a description KBRC purpose, followed by its support to scope estab-
lishment and risk identification.

In this conceptual framework, the first element is the KBRC
process. KBRC focuses on capturing both the explicit and tacit
knowledge exist within people and artifacts inside and out-
side the organization (Becerra-Fernandez et al., 2004). Its main
components are: externalization and internalization. Externaliza-
tion involves converting tacit knowledge into explicit knowledge
through several mechanisms such as: models, prototypes, best
practices and lessons learned (Becerra-Fernandez et al., 2004).
Using various mechanisms such as: learning by doing, on-the-
job training, learning-by-observation and face-to-face meetings
(Becerra-Fernandez et al., 2004). Moreover, McElroy (2000) claims
that any process that involve intentionally capturing knowledge
or information formed by external users to the organization as an
Information acquisition process. Another definition by Holsapple
and Joshi (2002) stated that knowledge acquiring is defined as an
activity that accept any knowledge from the external environment
and transforming it into a representation that can be internalized,
and/or used within an organization. This involves extracting knowl-
edge from external sources, interpreting the extracted knowledge
and transferring the knowledge (Holsapple & Joshi, 2002).

Fig. 7 illustrates the activities, input and output associated with
KBRC process.

3.2.3. Knowledge-Based Risk Discovery

Knowledge-Based Risk Discovery supports two important RM
processes: scope establishment and risk identification. Knowledge
discovery is defined as the development of a new tacit or explicit
knowledge from data and information or from the fusion of prior
knowledge (Becerra-Fernandez et al., 2004 ). KBRD starts by discov-
ering organizational knowledge related to IT projects or any other
type of project by sharing of tacit knowledge, so that individual
unexplored knowledge can be amplified inside the organization.

Next, the shared tacit knowledge is converted into explicit knowl-
edge to form a new concept. At this point, the organization must
determine if the new concept is sufficiently relevant to be vali-
dated in order to justify it. All of the new concepts are converted
into a template, where the created knowledge is extended to other
organization teams, or even to external elements (de Rezende & de
Souza, 2007). Moreover, KBRD process in the organization requires
discovering new risks or replacing the existing risks that do not
apply to the organization in the current time based on the orga-
nization’s tacit and explicit knowledge (Pentland, 1996). Fig. 8
illustrates the activities, input and output associated with KBRD
process.

Utilizing data mining techniques in KBRD can aid in uncovering
new relationships between explicit data that may lead to cate-
gorization models that create new knowledge (Becerra-Fernandez
et al., 2004). Therefore, data mining or knowledge discovery is the
process of analyzing data from different perspectives and summa-
rizing it into useful information (Qi, 2008) that can be used to
identify risks related to a specific an IT project. Knowledge dis-
covery interacts with the knowledge repository and utilizes data
mining techniques to discover trends in the data that were not
known previously (Becerra-Fernandez et al., 2004). For example:
given the profile of a new project, it is possible to collect informa-
tion about any other project that has similarities with the current
one, be aware of people that are interested in the same subject, or
identify documents that talk about the same argument (Agostini,
Albolino, Michelis, Paoli, & Dondi, 2003).

Moreover, KBRD can perform pattern discovery on previous an
IT projects with the new one. According to Senator (2005) support-
ing this pattern matching task is the task of discovering patterns.
While pattern matching may be thought of as inference, pattern
discovery is more properly thought of as learning. Therefore, KBRD
helps in identifying risks more efficiently and effectively through
utilizing data mining techniques.
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3.2.4. Knowledge-Based Risk Examination

KBREx (Knowledge-Based Risk Examination) contains the
knowledge examination process which focuses on examining risk
content against accuracy and correctness (Karadsheh et al., 2008).
This process aims to support the risk identification process and to
produce the final relevant risks which are applicable to the organi-
zation. In addition, analyzing prospective risks through assigning
a value to the impact of each risk on the project progress requires
knowledge brainstorming and team discussion sessions (Cornford,
1998). Fig. 9 illustrates the activities, input and output associated
with KBREx process.

Knowledge examination process is used to assess the knowledge
based on the value, accuracy and relevance after combining the
knowledge from different sources (Karadsheh, Mansour, AlHawari,
Azar, & El-Bathy, 2009). Furthermore, McElroy (2000) stated that
any knowledge claim by the organization should be subject to cri-
teria to determine the value and veracity. The knowledge in this
process refers to knowing risks or knowledge of risk. Knowledge
can be assessed based on its relevance to the organization, man-
agement strategy and business strategy (Sunassee & Sewry, 2002).
Therefore, knowledge examination helps to assess the identified
risks based on its value, relevance and accuracy in reference to an
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IT project. Once risks have been evaluated then it is ready for risk
analysis process.

Finally, KBREx process eliminates risks that are not related to
the project progress or company’s objectives and goals (Karadsheh
etal., 2008). Therefore, the final output will contain only confirmed
risks for the specific an IT project.

3.2.5. Knowledge-Based Risk Sharing

KBRS (Knowledge-Based Risk Sharing) supports two important
RM processes: risk analysis and risk response planning. In the
beginning, a detailed description of KBRS and its impact on the two
RM processes, followed by description of both risk analysis and risk
response planning.

KBRS (Knowledge-Based Risk Sharing) is based on allocating
knowledge among stakeholders to exchange their tacit knowledge
about risks that are elected or produced exterior or within the orga-
nization and to document any newly identified risks. Knowledge
sharing is executed by disseminating and exploiting the captured
or discovered knowledge from the organization whether the source
is internal or external (Sun & Gang, 2006).

KBRS (Knowledge-Based Risk Sharing) is viewed as iterative pro-
cess for both, risk analysis and planning processes because during
risk analysis, a new risk might expose and requires knowledge
collaboration to assess its impact and severity. Also, KBRS sup-
ports knowledge transfer from individual to another individual in a
collaboration environment. Therefore, the project team involve in
evaluating the risks surrounding either the project execution can
share their experiences in the progress, will serve as input to the
risks analysis or the risk response planning for purpose of mod-
ifying the sub-processes of both. Through this process, the team
should decide on the appropriate method for executing risk analysis
and risk response planning. The tools used to facilitate knowledge
sharing process are best practice database, alert system, lessons
learned and expertise locator (Baccarini, Salm, & Love, 2004).

Moreover, Neef (2005) stresses on the importance of having
knowledge-sharing culture, which is an organizational culture in
which values and expectations for ethical behavior need to be
communicated widely and effectively throughout the organiza-
tion. Therefore, knowledge-sharing culture plays a key role in the
KBRM framework. There are needs to have a regular and consistent
communication on values and on processes that encourage shar-
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ing of ideas and early identification of risks. Fig. 10 illustrates the
activities, input and output with KBRS process.

3.2.6. Knowledge-Based Risk Evaluation

KBRE (Knowledge-Based Risk Evaluation) process serves as an
assessment process for the risk execution process in an on-going
basis by tackling risks in weekly, monthly or quarterly basis (Kasap
& Kaymak, 2007). Also, this process will evaluate the risk execu-
tion progress and risk control mechanisms continuously. Therefore,
this process will function as a continuous process leading to either
retiring an existing risk once a solution is attained or identifying
a new risk (Fayda, Ulusoy, & Meyanli, 2003). Moreover, during the
process, knowledge sharing of experience encountered through-
out the execution of the risk project will assist in modifying the
process to maintain accuracy. Moreover, capturing of information
encountered during the risk execution should be stored in the KBRR.
Fig. 11 illustrates the activities, input and output associated with
KBRE process.

3.2.7. Knowledge-Based Risk Repository

The lack of documentation on the success or failure of past
experiences is one of the reasons for inefficient RM utilization or
non-utilization in software development organizations. Therefore,

the past experience analysis is fundamental to help project man-
agers in risks planning and controlling (Farias et al., 2003).

Tah and Carr (2001) suggest a KM system that will be devel-
oped to monitor risk, task, and project profiles. This will eventually
provide decision support by suggesting risks and actions that may
affect specific task types on new projects, based on previous project
risk reports. KBRR process purpose is to integrate KM database and
RM database as a single database to maintain up-to-date informa-
tion about risk analysis (Stollberg, Zhdanova, & Fensel, 2004). KBRR
process represents all the experiences captured during the previ-
ous processes and stores them in a single computerized database
as lessons learned and best practices. Additionally, KBRR serves
as useful information for future risk analysis applicable to a wide
variety of future projects (Karadsheh et al., 2008). Moreover, KBRR
can provide support for information security RM personalization. A
personalization strategy could prove useful to enable participants
to find who knows what. In fact, personalization techniques are
also valuable to support the discussions and negotiations between
stakeholders (Papadaki & Polemi, 2008). Therefore, the repository
can be linked to KBRC to assist in finding previous risks for a partic-
ular project or to find the right person with experience in dealing
with certain type of risks. Moreover, KBRR serves as a real-time
modification of the consequential risks by providing up to date
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information for the project (Cornford, 1998). In risk monitoring, the
real time monitoring of this process can help in modifying the risk
execution process to maintain an update of the risks’ list, which
in turn is stored in the database of the KBRR system. If any new
risk emerged during the software it will be referenced immediately
through the database against previous similar projects to estab-
lish if there are previous lessons learned or best practices to assist
in dealing with this risk efficiently. Therefore, the integration of
knowledge database and risk database becomes essential to pro-
vide real time, update information to enable fast evolving in the
face of environment changes (Karadsheh et al., 2008).

Also, KBRR can be considered as a knowledge warehouse which
is collation of information captured, for example, from generic engi-
neering know-how, lessons learned (in-depth internal expertise),
case studies (internal and external case-based knowledge), best
practices (external benchmarking) and engineering standards. The
access to such knowledge means that the tool is capable of enabling
the use of past successes and failures captured to minimize risks in
project management (Kayis et al., 2007). The main components of
the knowledge warehouse are (Kayis et al., 2007): (1) case stud-
ies based on specific projects were primarily used either through

interviewing or capturing information and identifying critical suc-
cess and failure factors; (2) lessons learned is in-house knowledge
captured based on past experience because the success factor can
be derived from historical lessons learned; 3) best practice trans-
fer excellence from several sources into the organization, and also
serves to populate the database with respect to identification of
risk items and mitigation strategies. Fig. 12 illustrates the activities,
input and output associated with KBRR process.

3.2.7.1. Knowledge update. Updating knowledge residing in the
repository is an important task, and it can be assigned to a par-
ticular knowledge worker to maintain up-to-date information and
to remove obsolete information (Karadsheh et al., 2009). The duties
of knowledge workers are: updating knowledge or discovering and
validating new knowledge, continuous validating and tuning of
existing knowledge, retirement of obsolete knowledge, controlling
and tracking the application of knowledge, and documenting and
communicating of knowledge to affected business and technical
staffs (Senator, 2000). Moreover, knowledge workers will ensure
that any new knowledge is codified according to the organization’s
standard and in pre-designed template. This ensures that no knowl-
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edge is lost and the codified knowledge in the repository is updated
for future projects.

3.2.7.2. Knowledge application. Selecting knowledge is an activity
of extracting the knowledge from internal knowledge resources
and providing it in a suitable representation to the users (Holsapple
& Joshi, 2002) is an example of knowledge application. Therefore,
Knowledge application provides a portal to access the latest infor-
mation on the KBRR and updates to knowledge relevant to risks
residing in the repository. ES, Decision Support System (DSS) and
enterprise information portal are tools used to facilitate access.
Building the enterprise data warehouse and performing data min-
ing, statistics and analysis based on the implicit knowledge can be
exercised through the excellent knowledge-base management sys-
tem designed based on DSS as an example. The DSS can recognize as
an efficient, safe and cooperated with KM and knowledge mainte-
nance through the reasonable definition to the enterprise business
process and organization structure as well as the employees’ rela-
tionship (Liping, 2005). According to Papadaki and Polemi (2008)
ES can be linked to the repository to allow users to easily find col-
leagues based on experience, interests or projects on which they
work 3.2.8 Knowledge-Based Risk Education.

The stored knowledge of risk in the repository can be served as
a training, education and awareness tool. As consequent, KBREdu
access the repository for best practices Education and lessoned
learned. Furthermore, KBREdu can provide a list of previous
encountered risk for similar cases or projects. This process can be
viewed as knowledge diffusion when the organization introduces
the new knowledge to its operating environment (McElroy, 2000)
through training and education. The purpose is to provide the train-
ing and the education to enhance the team’s knowledge for future
encountered situations that closely match a previous experience.

Moreover, any information identified, their handling and suc-
cess of the treatments shall be reviewed periodically by the
stakeholders and others in order to identify systemic project
and organizational risks. Also, any individual project lessons may
be gathered to help in identifying systemic risks (“Systems and
software engineering - Life cycle processes - Risk management,”
2006) and can serve as a learning and education tool for future
projects.

Moreover, this process helps in providing training and educa-
tion to deal with any risk that might occur in a future project and to
avoid mistakes happened. According to Lengyel (2009) the concept
of knowledge-based risk (KBRs) is defined as risk record, with asso-

ciated knowledge objects, which provide a storytelling description
of how risk was mitigated and what worked and what not. The
goal is to transfer knowledge in risk context. This enables the team
to review lessons captured to be able to answer questions such
as, “What was the control and mitigation strategy?” Did it work?
How were cost, schedule and technical performance affected?” This
result in adding tacit knowledge to the individuals and make them
better prepare for future projects. This process helps users utilizing
the existing stored to generate and/or to produce an externaliza-
tion of knowledge as process called Using Knowledge (Holsapple &
Joshi, 2002).

Fig. 13 illustrates the activities, input and output associated with
KBREdu process.

4. Conclusion

The aggressive competition has shaped the need for implement-
ing new process to help the organization to succeed an IT projects.
Consequently, the aim of this paper is to propose an integrated
KM processes with RM processes and recommend a KBRM frame-
work that solves the problem of an IT projects. The intent is to
enhance the RRP (Risk Response Planning) process of risk identi-
fication, analysis, and execution by capturing the appropriate and
relevant knowledge of risks based on the organization goals and
objectives.

To the best of the author’s knowledge there has not been a KM
and RM integrated framework in the literature for mediating risks
in an IT projects to explain the KBRC, KBRD, KBREX, KBRS, KBRE,
KBRR, and KBREdu. This has encouraged the author to examine
available studies from available sources. This paper adds to the body
of knowledge of RM by providing a comprehensive framework and
methodology for employing KBRM processes within IT organiza-
tions. Rather, understanding of the possible importance of risks,
and commitment to their management, needs to be widespread
throughout the organization. This, in most organizations, would
require knowledge and knowledge management.

This research contributes to the understanding of the KM, RM
and processes. The research has succeeded in proposing a frame-
work which enriches current research by offering specification and
justification of a set of interrelationships between important fac-
tors. As well, the research findings have met the aim of the research
by proposing a conceptual framework of KBRM which describes
the integration of KM and RM processes to improve RM for an IT
projects. Consequently, this paper contributes by providing a clear
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framework for employing KBRM as a framework to adapt to the hur-
ried changing environment and sustain the business work. Future
research would aim on developing a KBRM System, and implement
the KBRM Framework as pilot studies in organizations.

It is hoped that the findings of this research will suggest an ade-
quate level of interest from both the KM and RM communities in
the field of IT, and encourage further investigation to address RM
using KM tools and techniques, as discussed in this paper.

Future research would aim to preserve and improve the predic-
tive power of the framework proposed in this research. At the end
of this paper the following future research can be underline:

1. Develop Knowledge-Based Risk Management System.

2. Implement the Knowledge-Based Risk (RiskManIT) Framework
as pilot studies in organizations.

3. Automate the KBRM (RiskManlT) approach.
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